Distributed H∞ Estimation in Sensor Networks With Two-Channel Stochastic Attacks.
This paper is concerned with the distributed estimation problem in sensor networks subjected to unknown attacks. Network attacks are considered to exist in two classes of channels: 1) communication channels from the plant to sensors and 2) communication channels among sensors. The status of an attack is viewed as a stochastic phenomenon, and the transmitted information will be affected when the attacker successfully carries out an attack on the related data packet. Based on the sensors' own measurements and their neighbors' local information, a novel distributed estimation model against two-channel stochastic attacks is presented. A sufficient condition on the existence of the desired distributed H∞ estimators is derived and the distributed estimator gains are designed by solving a linear matrix inequality. Two illustrative examples are provided to demonstrate the effectiveness of the new design techniques.